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(54) Abstract Title 

Systems for dynamic placement of web content tailoring 

(57) Systems for tailoring content (files) for a session of a 
first data processing system, such as a cellular telephone 
28, communicating with a second data processing 
system, such as a server 20, obtain session-specific 
information from the first processing system, and 
distribute tailoring functions between it and the second 
processing system, based upon the session-specific 
information obtained. In particular, policies which control 
the distribution of tailoring functions between the data 
processing systems based on session-specific information 
may be obtained from a policy and rule repository 30. 
Tailoring functions may be distributed between the first 
data processing system and the second data processing 
system according to the policies obtained and the 
session-specific Information. 



Figure 1 


CD 

CD 

ro 

& 

CJl 

ro 

CJl 


BMSOOClD <GB 234852 SA I > 


1 



Figure 1 


RKicnrv-.rv . rvc n«nu . ^ 


2 /5 







Browser 














Client-Side 




Proxy 


*• 


54 


i 


L Client 



I*- 





.Server-Side 
Proxy 
64 


Server 
62 


50 


6C 


Server 



Central Repository 


Figure 2 


BNSDOOD <G8 234852 SA I > 


3/5 



^information in 
...request 


106 


' ► 

-Insert User 
Identity and , 

session 
identifier in 

- request 

' * ' I 1 





Send Request 
, to Server ' 
.Proxy 


108 


Figure 3 


BNSDOCID <GB 2348525A I > 


$ 


4/5 


^Server Proxy ^- 


No 


Retrieve rules 

for content 
■j modification 
and store 


Determine any 
modifications 
'' land send 

request to 

T server 

; i 


Wait for reply 
from server 


216 


212 



202 


Yes-*- 


Store received 
parameters 

with 
associated 
user identity 


210 



r 

Retrieve 
preferences for 
user, device 
and network 


r 


/ 


204 


206 


Coalesce 
retrieved 

preferences 
with received 

parameters 
and store 


208 


200 


•214 



Yes- 


Perform content 
modification based on 
coalesced preferences 

and rules for user 


220 


Yes- 


Incorporate client 
content modification 
information in response 


Send response 
to Client 

r 

C End ) 


-224 


Figure 4 


BMSOOCID <GB 7348S2SA t » 


5/5.. 


/ Client Proxy \ 
*• ' X Receive ! y 



Download P 
software ... 


Modify content 
as specified by 
the content 
modification 
information in 
therecevied 
•j response 


Provide reply, 
to the browser 


308 


End 


3 


, /304 


■ >. i:..-"iuf.-.--.j a. 


- f ' -i 


Figure 5 


BNSDOCiD <GB 2348S2SA t > 


2348525 


SYSTEMS, METHODS AND COMPUTER PROGRAM PRODUCTS FOR 
DYNAMIC PLACEMENT OF WEB CONTENT TAILORING 

The present invention relates.. generally to web content and, more 
5 particularly, to the transfer an^ presentation of web content among data 

processing systems. s 

The Internet is a worldwide ..decentralized network of computers 
having the ability to communicate; -with each other. The Internet has 

10 gained broad recognition as a viaible 5 medium for communicating and 

interacting across multiple networks! The World Wide Web (Web) was 
created in the early 1990's, and is composed of server -hosting computers 
(web servers) connected to the internet that have hypertext documents or 
web pages. stored therewithin. web pages are accessible by client programs 

15 (i.el,, we.b browsers) utilizing the Hypertext Transfer Protocol (HTTP) via 

a Transmission' Control Protocol/Internet Protocol (TCP/IP) connection 
between a client -hosting device and a server-hosting device. 

An intranet is a private computer network conventionally contained 
20 within an enterprise and that conventionally includes one or more servers 

in communication with multiple user computers. An intranet may be 
composed of interlinked local area ; networks and may also use leased lines 
in a wide-area network. An intranet may or may not include connections to 
the outside Internet ... Intranets .conventionally utilize various Internet 
25 protocols and/ in general, often look like private versions of the 

Internet. An intranet user conventionally accesses an intranet server via 
a web browser running locally : on his/her computer'. 

Exemplary web browsers for both Internet and intranet use include 
30 Netscape Navigator (Netscape Commpnicat ions Corporation, Mountain view, 

CA) and Internet Explorer (Microsoft Corporation, Redmond, WA) . Web 
browsers typically provide a graphical user ^interface for retrieving and 
viewing information, applications and other resources hosted by 
internet/intranet servers (hereinafter collectively referred to as "web 
35 servers" or "web sites") . 

Web content including, but not limited to, information, 
applications, applets and other video and audio resources (collectively 
referred to herein as "files") are conventionally delivered from a web 

40 server to a web browser on a user's computer in the form of web pages. As 

is known to those skilled in this art, a web page is conventionally 
formatted via a standard page description language such as HyperText 
Markup Language (HTML) or Extensible Markup Language (XML) , and typically 
displays text and graphics, and can play sound, animation, and video 

45 data. HTML and XML provide basic document formatting and allow a web 

content provider to specify hypertext links (typically manifested as 
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- ht*M»tU'«tt| to other servers ^T.^fo 
' hypertext "i*^. ^broW.""LS ?"? 5U ' 

address. unlform ^"Z^'™?'."* 

makes an HTTP request for ti. fn . ... " addre ss, and 

-en sen. the ,^ ^ 1 ^ * in , he link . The web server 

• interprets and -displays 'to the* user. " ' the browser 


with the increasing mobility of" teiWe •«,„>.• ; " 
mobile computing' capabilities haXiL r demand ^ 

Professionals are downsi, th r " D ™ 

or handheld devices, such ^ 
addition, many people how utili e « u £ " ; ST" ■ In 

internet and to perform Vttiou.^ "."^"^'^-^ the 
computing devices includ ^E^^ 
telephones, and computing "1^^ 

automobiles, are often collectively referred aPPUanCeS a - nd 
devices. Many hand-held computing iTteW?*^^ 
« and 3Com Palm Computing ,1>JI^J£^J^* ^ 
Handweb from SmartCode, inc. and the ^ ^ t "r" " 
Microsoft, inc. Internet Explorer from 


white displays or may have displays L ar^ 1 l " 0 ^' 
desktop computer displays. ^ result il " C ° mpared With 

-playable on a desktop' c"ompu ^ ^r^^^*' 
• -handheld, computing device display or mav s dl «*«*bl« on a 

-undesirable to disolav on - J w tactical of otherwise 

ie to display on a nand-held computing device ' ^ '■ , 

desktop computer display having an array of 1024 nlv i* ! Pl *' 3 

b e able,o display a large (e.g. 2 - m £ , " J f ^ ^ 
hand-held computing device with a ! P P1Xel image - A 

Site the t ' csn hinder the aU Plsy there ^ ' W"^,'"" « 
device display. . "itnin a hand-held computing 

Files that may not ' be displayable via a han^ K«,i ' 

aisouv cs„ WI „n y M in \ ' J™ 

w.th.„ , haM hela devi F or xl^ . , SC " 

—on. oo.or ^ ca „ 6e transfM J in J ;^'« M --;^ 
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images that can. be displayed within, small, low /resolution displays. 
Furthermore, because .some, web, servers can recognize 0 thej type of client 
^ device requesting,. a file , ..files, .in the. prpper format .'for display via the 
reguest ing .cl i.ent .device. ..can- be, provided..,. 

r _ Furthermore, these pervasive computing, devices may -be connected to 
a network, such, as the I-nterpet op.an intranet , through different 
communication methods. For example, the same .pervasive computing device 
may be connected to a network via a direct Local Area Network (LAN) 
connection such . as , through-^ a network, interface card (NIC) during one 
t session and then . in, a subsequent session be connected over a wireless 
communication link, such as, over a cellular telephone.^.- These, differing 
connection methods may. have substantially differing properties which may 
impact on ! the fprm^of content provided to the .pervasive computing device. 
15 Thus/ the LAN connection provides low cost, and short delays for acquiring 
and rendering informatipi} while the wireless communication link may be at 
a higher cpst with longer delays. Thus, a form of content < which may be 
acceptable for^jthe LAI*,, connection may be unacceptable for, the wireless 
communication link. t - . ■, 

20 , ' " ^ _ • ,,,, . ... • I , - ..... ,; -.-V J 

, Simi^arly^ pthe^r performance issues, which may change from session 
to session or during a session, may also impact on the transformation or 
" tailoring" of content for pervasive computing devices. Thus, for 
example,, .the. expected . duration.. of the connection, congestion on the 
25 . cpnununi cation . link or r network; or the content provided to ithe- pervasive 

. . cpippu ting . device m^y all impact on the ; type, of tailoring of -content to be 
performed... r- - . . *' 

^.^Qnventipnjally.^ this tailpr.ingv of> cpntent has, been performed either 
30 at ..the server .providing the content v to ;j the pervasive computing device or 

at f the . pervasive computing device, ; .5ee for example,., Proxiwebi browser and 
proxy from proxinet, , lnc r , .and U.S.,. Patent No. 5; 764 , 23 5 . ... However , such 
, an . arbitrary allocation of . tailoring, functions may result in performance 
degradation to .the server, .the pervasive, computing device or. ,the network 
35 through which these, devices communicate. Thus,,, a need exists -for 

improvements in the tailoring of content for pervasive, computing devices 
to better exploit the resources available to such devices..,. 

in view of the above, discussion, it is an object of . the present 
40 invention to provide improved, tailoring! of content for. data processing 

systems, such as pervasive computing devices. 

A further object of the present invention is to provide for the 
improved" tailoring of content without requiring modification of existing 
4 5 browsers or servers. 
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as • client,, a4»» ie « to /w t h « .1^ 2 , .-*"?"*'» 

information from the first data 'tanviit.i > specific 
tailoring functions between tne f rs a ' ^ 

::::r;r - ss&sts: - 

•Meet*, infection .,y be mi*, fro. e repository ,»a^ S 
functions distributes between the «*.► ' / " " lor1 " 5 
-~onaa.be processin, ^ ^^^SSStSSr* f 
session specific lnfoneetion. u r 1 ?,^*^? .ffi 1 *^" a " d the 

."^t'nrL'utTt?^: T- 1 ^'* .^-SW-toa, 

.. ; o^a data .processing system. Thus, in a particular instance/ the 
location of content tailoring functions may be divided so a! J n •„ 
•improved -tailoring- performance to an individual us* I'? * * 

•network performance for other users. ^ maintainin * 

In particular embodiment of the oreqpnr <r.;,^ • • 

whiC control the distribution of UIl^^^^" 

ce ;rr are definea ana * ^^^x 

accessible to the second data processing system, m such a case the 
Policies are obtained from the policy repository. ' ' ' • 

In a further embodiment of the present 

associated with the distribution of content tai lor ino ^ . PreferenC6S 

^uiitent tailoring functions between 


30 ^.-.content. 
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_ , :v . th^ : ^i.r^t r data : processing .system and da*: a processing systems other than 
t^e^f irsj data processing.- system are t stored in ^ preferences repository 
accessible to the second data processing system. The stored user 
•i* .l?^?; 6 ^ 6 ^ 0 ^^:^ 3 ^ 0 ^ 131 :^-^^ a user .of, the first data processing system 
5 - r: ; - - r a ^ e ,-P bt ^ iT ? ed : £cpm, the preferences repository, and the session information, 
. th^ ( pb.ta4ped. ; policies and the obtained use;r preferences are coalesced so 
... as t ; o .d?f ine a content, tailoring distribution for . the;.sBS-sion. The 
.tailoring functions are then ,, distributed between the> first- data, 
processing system and the second data processing system according to the 
10 define^ con ten t r tailoring distribution, for the session. ti .-t 

rt r; B Y ^ r ?yf; d i^ n 9. the. policies and user preferences in repositories, the 
palipi^.s and user preferences become "portable" in that a user. who has 
} access to c the second data processing system may take advantage of the 
. !5 policy ^b^s.efl distribution of tailoring^ functions- irrespective of the 

physical location. of the us ; e ; r. and the r particular device being used by the 
user .. Furthermore., by coalescing the information,-. preferences may be 
tailored for a particular session, thus .providing further portability of 
content tailoring distribution from device to device and session to 
20 session, £ user i^ay have defined user default .preferences which are 

stpred.in the repository and are overridden based on the particular 
characteristics ,of .a device being used by the user . For example; a user 
= may have preferences,, established for, a. desktop workstation which are 
overridden, when the user logs on. using a PDA. Thus, the present 
25 invention may provide flexibility without requiring vuserr ; intervention on 

a ^ case by case bas,i$* r . . *.-.a : "• \ ;•■ 

, ,. r .in yet .another embodiment vof the -present - invention, : . the session 
s P ec ,* fi ?: information may include information associated with a preference 

30 of the first data processing system ;as. to the allocation of?„content 

. tailoring functions between the: first data processing system/and data 
processing systems other than the first data, proces s i rig systems The 
session specific information may also include an identification 
associated with a user of the first data processing system,, hardware 

35 configuration information associated with the first. data processing 

system, application information associated, with an application -executing 
on the first data processing system and/or- operating sys tern information 
associated with an operating system executing on the first data 
processing system.. 


In. yet. another embodiment of the present invention, content to be 
provided to the first data processing system is tailored at the second 
data processing system according to a. first content tailoring function 
specified by the obtained policies and the session specific information 
so as to provide first tailored content. The first tailored content is 
then provided to the first data processing system. The first tailored 
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-ssion specific information «*& JlSS£^£^S^ ^ 
data- presentation. ' • ' , , ■ 6 final tailore <* content for. 


■ do 
r.ro:-.'i 


t.alor.n, oe content to te provide, to 'tie -firs, ' 

- » reeponse to receivin, «fc teQ - t fr<m V «" P"""' WM "- 
system •„ t „e seco „ d d4u mSmU sv ™em ^ ' " 

tailoring of content proviL to hi the 
obteinea. The policies .W e s c e h % ^ ~ 
.unctions t or ceiiorin, content to be pj* '^f"™ « 
processing syste. between the first ; a«t, 0 r^'.« ' 
. one a.t, process, syste „ other L Je f icTZ 3 ''""' "* " 

The cbnteht regiestea' tv-th. re ™, ' " » r °«ssln, system. 

. *- the fir.t aeta proc.sL, . " h e 'l « JHT — 
base* on the obteinea Nicies .„a the ^5.^" " 

- ohtetnea ponces ,h:^::L:;™r a - 

^enteof. the ^Su^a^ 1 --. 
' In nuch , peredi^. the present i„Ve„ t io 7* V « i^SSE " radi? *" 
proxies which m.y he tr.nsp.rent to the ebplL'il oj " " rOXy ° r - 

generating the reooests ana ,r, , k . Wlietuon or users initially 

in a further embodiment of the Drec en - i B „„^„ .o- 
associated with the tailorino T inv ^ion, the information 

cne tailoring of content includes a user idenH ft-,.,*, 
ssoci.ted with . eser of the first a,t, prooessin, s ste " "°" 
preferences ass.ci.tea »i ch the aistrihution of cbhteL tai'lor no 
functions between the fire*- ^ a . a ""tent tailoring 

systems other hen i st " * "^ SSi ^ 

Preferences reposit Xe bl ' 
? storea oser ^-LTT U^TS Zl 771^727. 
processing syste. .re then obtained fro, the preferences rlpoZry "nd 
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_ th$ obtained content:. .jta.i.J.pred utilizing a f .f ir/st ; ,tai3.pring -operation based 
\y on the obtained rjplipies<r the obtained t §to^ed usei; preferences , and the 
r information provided by the^reQuest.. ^Furthermore* the , user preferences 
received from the first data processing system may, be coalesced with the 
5 obtained policies and/or the obtained user preferences so as to define a 

content tailoring distribution for the first data processing system. 

In a further embodiment. of the present invention, client content 
tailoring information may be t incorporated into the tailored content to be 

10 provided to the first data processing system. The content ..provided to 

the first data processing system is then tailored at the f irst_data 
processing system based on the client content tailoring information. 
Furthermore, the client content tailoring information may specify a 
software program associated with the tailoring of content by the first 

15 t a processing system. The first data processing system may then obtain : 

the software program specified by the client content tailoring 
information and execute the software program at the first data 


20 


40 


processing system to further tailor the content. 


in a particularly preferred embodiment of t*ve present invention, 
the first data processing system is a pervasive computing, device. 


. As. will be appreciated by those^ of ' skill in the. art, the, present 
^invention may, be provided as a method, ^system or apparatus, and/or 
25 f computer, program product . Accordingly v the present invent ipn. may take the 

form of an entirely^ hardware embodiment, an entirely software embodiment 
or an embodiment combining software and hardware aspects. Furthermore, 
the present invention may r take, the. form of a .computer, program product on 

a. computer - usable .s torage medium haying compute reusable program, code 

30 means etmbpdied. in the medium. Any suitable computer, readable medium may - 

be utilized including hard disks, CD -ROMs,,, optical storage, devices , or 
magnetic storage devices. 

Embodiments of, the invention w.i.ll now be described, with reference 
35 to the accompanying drawings,, in which: 

Figure 1 is a diagram of a system which may utilize the present 
invention; 


Figure 2 is a block diagram of, a particular embodiment, of the 
present invention utilizing proxies; 


Figure 3 is. a flowchart illustrating operations of a client in 
transmitting requests to a server according to one embodiment of the 
45 present invention; 


acco^l 9 ^ ^ .i^^ruiustriting^erationi ofa'server 
,,,..accor4ing to pne .e^Pdfmen |;; pf ^pr^enC WionV^^ 

.' : ;.„ v. , t . : , ' \ •'•'! •» O SVi? ,• v ; 

Figure 5 is a flow chart muatr»M~. , i' ,,,r? 'T ' ; 
receiving a "reply accordino^ ff - °? e f?H on ^S ^<?Uent in 

J ; : ~ ^ ly ^^ dl ^ tq one,embodiment. 0 f the present invention. 

™----sent 
lavage such ,s ^^^^f^^ 
code, for carrying out operations of the preHTLen I'J ? f ' 
..written in. conventional. procedural prooral IT V™ ' ^ ' 1S ° be 
Programing language . ^ , progr^ I ^^^'^ °» " C " 
computer,, partly on ^ user's computer L a s and S ^ ^ 

package, partly on the use. , comjter ^4^"^" 
entirely on the remote computer.' .m the latVe sceS r£" ^ ?f 
computer may be connected, to the user's co L I'T" 
network (LAN) or a wide area network fWAHi " ' \* ^H* al «ea 
• to an external computer (f£CS ^ ' F - b * «•* 

internet Service Pr^vW' * * °' ^^^^.^^-et^ using an 


.1 ! I • 


, , As, is described in more detail below th» „ 
,or the distribution of content ^^2?^^-- 
processor , such as a pervasive computing deVice and oth^r ' 
on policies and information about " the L^i^ ^ 
; used herein/ the term session refe t^ eriod of't * s 
operating environment' of a remote pro e^ oHonnec ** 
-ver is not expected =to change; *Z Zr~ £ " 
controlling the distribution 'of ' c6nik't talLrin" - - ^ 
. relate to the network ^connec^n of le £iL^^^''* ' S6SSi ° n 
- device connected to the session then U ? ^ « »V* hardwa " 
.start with connection o th " tw an ^ ^ 7 " 
if the control of the distribution nf d "^nnect, . Similarly, 
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The present invention utilizes policies or ruTes fo* control the 
1 distribution of content" tailoring functions between ther mobile or 
pervasive computing ' device 'and' devices td which the pervasive" computing 
device is connected. Thus, for differing sessions of the pervasive 
5 ' computing 'device ^the prbUssing system which performs all or some portion 

' of ttie'content modif ication for 'the pervasive computing device may be 

varied so as to take advantage of the particular characteristics of the 
session. The types of information typically utilized to control a session 
may "include the type of network connection (e.g. ethernet, modem, modem 
10 ' v ' speed, duration of ' connect ion, connection cost , etc), the type of device 

1 y:J connected (e.g. laptop computer, PDA, pen based system, cellular 

' tele^honer voiced based system^, etc) , characteristics of the device 
'conh^ct'^d (e.g. display type, operating system, processing power, memory, 
etc) , the application being executed or requested and the user 
15 identification of the user. '.CpJ. lectively, this information mak4s up the 

operating envirbnment' of a user session. Based on all or part of the 
infbrmat ion about a user's operating environment, a centrally 
administered £et of rules may be applied to customize the distribution of 
content modification function to take advantage of the particular 

20 operating environment of a session. 

For example, according to the present invention, policies may be 
established regarding network usage that the transmission of images may 
be limited to # conserve network bandwidth, especially on* slow and/or 

25 costly communication links. Alternatively, a policy could be established 

that images will be provided irrespective of network bandwidth usage. 
Along, similar lines, policies could be established regarding 
preprocessing of data for differing device types T such as image" 
transformations, and storage of such transformations at a server. 

30 similarly, policies could be established regarding security, such that a 

document ot a portion of a document may be marked as sensitive and the 
content could be sent based on the user's security classification. A 
policy could also be established Regarding the distribution of business 
information over unsecured ijfcnks, such as unencrypted Wifeless links. A 

35 policy could also be established regarding priorities/ -for example, an 

override policy could be established for certain users, such as 
executives or customers, such that requested content would Be provided on 
a best efforts basis irrespective Of other operating environment 
parameters. 

40 * ' '' 

In addition ibo determining the distribution of content tailoring 
based upon policies, rules may also be established, for example, for 
particular Operating environment conditions. Thus, rules may be 
established such as removing images from content provided to devices with 

45 less than a 120 X 150 pixel display, images may be transformed to black 

and white only if the connection to a device is through a wireless 
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~ f t "~^^-^ s , Por 

with XML/html>« special- tags, f , W ; - 7 * -and - 6hclo »« text 


15 ■ 


provided herein to illustrate J. „ ° »llc. M iave been 

invention should not be r ., L",dT"°°' ^ PreSe " t 
rules or.sSlicies. . .„ .. ''*" ea to ""V Mrticul.r set of 

••• ' - — — «««. J o .d" £ . r ; 0 " :'" re • — 2 » ** ^ 

Portsbl. computers. 22 end , I ^ " ptocess "«> ss 
wmputers 22 and 22' , desktop computer^ - ' Pn* ^ < 

computer 26. cellular telephoned, which lyJ^nlZ^ 
sc "enphone and satellite telephone 26' whi,K - ^ P ° r "' 
*° screenphone or, voice onl^teu;:; ^^TaT^' 

■ systems. 22 , 22', 23 24- 26 « ,„ differing data processing 

.ppiicetio™ JSTZ ^ r ° eeM "" 9 

. .. furthers... e ,on of these^iffssiLT" " ° fr ° l " e ~" 2 °- 

25 ■ 24. .26. , 2 ,e s„ a 28 . , my be ^""'"' v systs,s,22. 22-. 23. 

- ■■ °« — ««- » te . d, L f *x ■ iint ™ 

of skill in the art other tvn« be appreciated by those 

,, , -The differing data processing. systems 22,22'- 23 24. •« 00 
- : • 28, may. also utili 2 e ; different .communication technic \" - ' ^ 

- 23 may utilize a network interface card > 0 ! ° D COmputer 

' -network co^u^^J^,,^^^ 20 

35 ' . - Figure 1,. Portable computer 22' Ethernet 38 illustrated in 

' ' -ou,h modem 32,and ZZ l 2 1 ■ Z ^ ~~ M 

- with, server 20 through desktop computer 23 Sim " ' COmmunicati ^ 
■ ••--computer 26. may communicate through m 0 n '2 ' Pen " baSed 

:■ internet or intranet 40. CellulaTtLT \ COnnecti ° n to the 
server. 20,through a cel,ul T^^J 
<«' ~ 2,'may communi a lu^TT 

satellite connection 34. and the Internet or i„L ne 7 4 o ' * 

— — portable computer 22' U^J^^r^ 
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v mqde?n direct, connection- N *p co;nnwivi carte .with -server 20, .~dn. m w ^subsequent 
session:, .J>sr table; computer 22 ,( _ coul-d communicate with, server 20 through a 
networJc f conyieqtion r . by. for ; example, connection^ to Ethernet .3 8 . As is 
seen from the examples in Figure 1, data processing -systems may 
communicate with a server using a wide variety of connection types with 
.dif fering, connection, jcharacterd st ics>^ Some, connection types may be high 
speed,, low. cost, connections*- such -a, the Ethernet ■ connection 38, while 
others- may, be. lower,. spe,edv higher cost , connections, dsuch , as the cellular 
connection 36 or lower .speed, lowe : ry cost , connections such as* through a 
modem .32- ;. : V r : - : •* i' ■ - 

As is further illustrated in Figure 1, server 20 -has access to a 
policy and rule repository 30. The policy and rule repository 30 may be 

. incorpcgrated in server 20 or may be accessible through a, network or other 
coitununicationv connect ion. The : policy and rule repository 30 may also be 
periodically downloaded or otherwise provided to server 20- and a copy of 
the^ policy and. rule repository, 30 maintained by server 20. The policy 
and, rule repository 3 0 preferably includes policies and rules which 
define, the ^distribution of content -tailoring functions between- the server 
20 :: and^a .client such as the data processing systems. 22 , 22 ' , 23 ; 24, 26, 
and. ; 28 ^illustrated: in ^Figure 1; The . policy and rule repository 30 may 
als,o<>include. -user -preference information which may be* used in determining 
a distribution of: content tailoring functions between the ^server 20 and a 
client; -While the. -policy and rule repository 30 is illustrated and 
describe<|Lan-the present application as a" single :databa;se,- as will be 
appreciated by :thqse of skill in the a-xt, multiple -databases may be 

,u%il izedy. • , - • v ' ; -- < ::• * " l ; - 

In general, in a system according to the present invention, when an 
application executing on a client dataxprocessing. system ;.:-such as one of 
data, processing systems 22, 22:' v 23, ;-2,4, i 26 and. 28, initially establishes 
a connection or. .requests information '.from server 20, the client provides 
session specif ic r information .-.to server : 2 0^. Server 20 accesses the policy 
and rule repository 30 and, based on the policies and rules and the 
session specif ic information determines where any. content modif ication or 
tailoring for the client should take place;, in the client ,.-.iir the server, 
in some other processor or .in some .combination. -u: The . server. 20 then 
provides the requested information content to the client data processing 
system tailored as. specified by the policies and rules and the session 
specific information. . If any further tailoring is to be performed by the 
client data processing system, this tailoring of the content may be 
performed and the f inal ■ tailored content may be utilized by the 
application executing on the client data processing system. 

Thus, the present invention provides for the dynamic assignment of 
content tailoring functions between processing systems based on 


12 


' Particular characteristics" of a sesaibn ' ' sunh » ^ " 
Provide higher efficiency in the uSStiS L ™ & may 
• - ' -ntent tobep^^ 

' refers « Edification, to the W b^S' ^ ^ l0rln « 
S client baaed on characteristic^ of a ^tJ^^«^ ld- C ° a 

example, cogent provided sMartphW^ith a 1 tf " V** 
display resolution' may be f tailored J*!?* " •• • imited viewin « area and 
^ only text. As another' ^ 
Processing power may be tailored bV dLo! ' ^ * - ^ ^ limited 
to providing the file to n e Lt sTf"? ^ Prl ° r ' 

be tailored based on the speed Host ^f tL"! 6XamPle ' 
\ with the client, Thu8( the serv^ a^ a ^21^^ 
' '• to a client during a session wh^ a I? ° 9 conipress ^ Information 

- c^ection^uch th, W ^ 
is * e Cil .ent would decompress the inform^' ' 

15 server would decompress 1 the information 1 if the L2 J? 5 ™ f9 *' 

direct network connection. 'SimiiarlV il CO ^^ 0n , ls , chr °^h a 
—tent t^oring^and Wll^n £ fcKffi^ ^ 

ar^ further examples of content tail nr^ ^ ! * . markup .^nguage 
Present invention. - ^n™* ^ •■■*> utilized with the 

■ tailoring may b e = distributed 'in' » satellite 34. the content 

-portab.. eo»p„ta r; such aa W^S^f* ^" ' 

' ' por tabl e ' computer 22 or PDA 24\ ; - J ™* ? - U8er uses 

Fl ^ ure 2 illustrates- bni embodiment of .-k- • 
bro«. r application 52 . In 0Mer " " i« a 

**••«« ^.^ S'ST - * 
« «... ^ - 

As is further seen in Fioure i ^ '.v 

«-««. »— on user p.afaoenct. p 0l - °" " 


Hcies and/or rules 
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which may be maintained in _the central repository. ,3,0 The> server -side 
~ Vptoxy 6 r^also^ obtains _ qonten.t. to be provided: to the client data 
''y m ^^l*^6beds'£ng system f 50 from seryer application 62 - r As will.. be appreciated 
* ' ^ " by those of ' ^kill in the .art, .£he^ illustrated system of Figure 2 is 
5 ^simpiif'ied for illustration^ purpqse.?., .. Thus, for ..example, the, content 

requested by the client data processing system 50. may be obtained from 
multiple servers on multiple server data processing systems.. 
Furthermore, the cpnnection between ^client,, data processing system 50 and 
seryer data processing system . t 6,0 need not .be direct,,,as is. illustrated in 
10 ' " * Figure 2. 

The operations which occur, at the client data processing system 50, 
which may "be carried out by the client -s-ide P^.opcy 54 and the. operations 
which occur at the server data processing system 60 which may be carried 

15 ' out by the server -side proxy 64 will ^now be A described with respect to 

Figures 3 through 5- As seen , in Figure 3, when the t>rowser ? 52. transmits 
a request, the client -side proxy 54 receives the request and determines 
' if it ^is the first request for the ^current session .(block 10G) . if the 
request is the first request, then it is determined if the, c ; li en t data 

20 processing system is capable of and has a preference for performing the 

content trans formation or. "tailoring" (i.e. should, content tailoring 
occur, at the client . da % ta processing system 50, or. at another data 
processing sysieap) (bipck 102) . This information, along with; other 
. , information about the, client data processing system 50 and ; the session, 

25 such as for example, data .processing capability, available memory, 

display , type _and size,, , ^resource, availability, connection .type, priorities 
for requested, information,. f cpnnection 5 duration, or the -l,-ike ¥ -is, 
incorporated into the request (block 104) . Client preferences and other 
session information (blocks 102 and 104) may reside at the client data 

30 processing systern. 50 or they may. be obtained from a server during device 

initialization, at user , logon or with-each session.. Abuser 
identification, such as. a userid, niay. also be. included .in the. request 
(block 106) . The information added or otherwise , contained, in the request 
may collectively be referred to as "session specific information." After 

3 5 incorporating the session specif ic , information ,in r the ..request , .- , the 

request is sent to the server - side., proxy. 64 (block 108). . 

Returning to block 100 of Figure. 3, if the request ; from the browser 
52 is not the first ^request , then, ,if the server side .stores ,the 

40 previously transmitted session specif ic. information, the only information 

which would need to be inserted into the request is the user 
identification and a session identifier to indicate that ..the previous ly 
transmitted session specific information remains valid (block 106) . The 
request with the inserted user identification would then be sent to the 

45 server-side proxy (block 108). However, if the server-side proxy 64 does 


BNSDOClD <GB 


Z348W5A I > 


14 


16 7 ' J 


35 


and s^t-witH ,ach Request/ - • S, v S'^^W * add ^ to 


When the request 'f t received from the "client ^^' J * c ' , 
th.; operations of ^Wtf^tt W ^ 

when the request is 'received; ' the^serVer-sid prol 4 lL ^ 

~ the 

- repositorraotoretrievVanyuserp^e ^ SfiST? T 
- • . ---ication received in the request SHlf^^ 
preferences may include for oy^ni. ' r — 

well .s fomattln, Pr«. rMc . s . : S uck s, iS}"' ° f "* Ul »' " 

ochervrse, the process ».y Involve determinln, • iSt'sT 

25 , ,. ■ ... , .,. . . _ r .... . . . 

■ ■ - Server-side proxy 64 also retrieves rules an^ policies for 
■ • - content modification fro, the central 'repository 30Mbidck 2 0 
, ■ ' : , rUi : S and/ ° r P ° UcieS -V^be -retrieved at 'the same S " ^ 
- 'preferences are obtained or they may be retrieved before 6r%ter 
0 ---n g any preferences. T he rules and/or pdlidL° n ft f 

preferences are stored by the server -side proxy 64 Ma 'iV-' . 


epproprrate for the revest .nd could .odify the rL es t "r L 
p.re„eter s soch rhet the reply free, the serve 1172 III on 
■ JU. then defined lf tne content to oe provided 0 ' n ° h T ' 

been received by the server-side proxy 64 fm- ► 
.5 tf eK , . . S1UC f rox y 64 from the server 62 (block 2i<n 

rf the reply to the request has not been received ,n \ ' 
P~, (4 »ens t or t, reply ,oioc, ™' ^^."1, 
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received, then the serverjjside prpxy 64 determines if content ~ 
modification by the server has been §peqif ied by the policies, rules 
and/or the preferences (block 216) . If content modification is specified 
to be carried out at the .server, ; then ,the content is .modified based on 
the coalesced preferences/received .session .specif ic anf.prmation and the - 
policies or rules for the^user identification of tfte. request (block 218). 

irrespective of whether content modification- ,is to be performed at 
the server, the server* side proxy 64 also determiners if 0 content tailoring 
or modification is to performed at the .client (block 220). r lf content 
modification is to be performed at the client, then the server-side proxy 
64 incorporates any information necessary for such, modification, such as 
programs required, .etc., . , into the response, to be provided to the client 
(block J222) . The response is t then s.ent to . the client (block .224) . 

* -v-q . / ;. / ; r £ / „f;-r -r . ■ r. , "■ -.;»•'■ i . . 

Returning to block 202, if the request is not the first request 
from the client ,^hen it is determined; if more rules are required for the 
specific request (block. 212) . . More rules may.be required if , for 
example, rules ; .$re associated with specif ic„content requested or with 
changing operating, environment conditions. if more rules are required, 
then the rules ,a^e retrieved and operations continue from : b lock 210 as 
described above, however if no more rules are, required, then operations 
continue from block 200 as described above. ... 

when the client -side proxy 54 receives the reply from the 
server- side, proxy ,64 the, operations of Figure > 5, , are carr ied out. The 
client;side proxy 54 . de.t^eniiinesL .if f , content modif ication is to be carried 
out, by the client (block 3 00). ..Suclua determination, may f fee,,mad,e by 
inspecting xhe ; reply to determine. .if content modification information has 
been included .with the reply ?.f. no client ..modification ofj the content 
,is required then the r epiy» is provided ,to the browser 53~ :i (block 308) . 
However, if client . modification .is. ..required by the client,, .. .then the 
client -side proxy 54 determines. , if additional, software programs- are 
required for the content modification (block 302) ./..-If additional 
software programs are required, then the software programs may be 
downloaded or otherwise acquired, by, the client -side proxy 54 (block 304). 
irrespective pf whether additional software . programs are required, the 
client-side proxy modifies the content as specif ied by, the content 
modification information in the reply to provide, final tailored content 
for the browser 52 (block 306 ) ... ...This final tailored content is then 

provided to the browser 52 (block .308) 

Thus, the present invention allows, for. the distribution of content 
modification (tailoring functions) between the client and the server. 
These distributions may be based on, the predefined policies or rules, 
user preferences, as well as session. specif ic information. 


While the present invention has been described "w^T'^' 
addition of session specific information to re el a i^T * ** 
client," as win be'' appreciated^ < those of kl' *\ , * 

information is otherwise aVailable/ oF if 'S^^" WCh 
necessary to make decisions with respect to 

such information need not be incorporated in °* ^ ^ 

client does not have the abil!™ ^ S^dM*"™' " 3 
tailoring, then the- server partlc ipate in distributed content 

-esser, ^ernati.eWregoestn re ! v ' « ^ * 
fro. such clients could be pess.a through to t^erveTS ^ 
content tailoring performed. • "■ " " T; "$Jg!t?' ntim * 1 

while the description of Figures^ tnr^U. 'e 'i r,i ' ; /' : - 
coalescing of preferences. „ „in b . pSdV f^"^ 
the art. the preferences, the policies „ , L e 
specific infocatfon »ay be coalesced 'to provide , 
the distribution of Mioii^r^^^'^.^'^ 
illustrated in figures 3 through 5 are mustraTH V h? ^°""»<™ 
segnence. as win * appreciated by tho , " ""Iculac 
seguehce of oper.tiohi W be vaHid ihi^ t S'teSf f °" 
tenches of the CMM ^^^P'm, ™ 

should not be construed as linited 'to t hT^ ! cul r ^^ U " 
™ - operations 111.,, in thT^" ™ » , 

of skill in the an '"' ' " " ' b . e »DPre<?iated by those 

d^ic ^ ::r:;~ 18 to 

interfacing .«„ bachend database* end/or appLS'tll '- ^ 
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CLAIMS 


1. A method of tailoring content for a session, of a first data 
processing system communicating.with a second data processing system, 

5 comprising, the steps of : \ . 

obtaining session specif ic information from the first data 
processing system; and 

10 distributing tailoring " functions between the first data processing 

"system and the second data processing systems based upon the obtained 
session specif ic information. 

2. A method according to Claim 1, wherein the distributing step 
15 comprises the steps of: 

obtaining* policies which control the distribution of tailoring 
functions between data processing systems based on session specific 
information; ~, . 

20 ; " [ _ r _ ; ' ^ ^ ' : ' 1 ' t ' " ' j 

distributing tailoring functions between the first data processing 
system and the second! data processing system according to the obtained 
policies and the session specific information. 

25 3. A method according to Claim 2, further comprising the steps of: 


defining the policies which control the distribution of .tailoring 
functions between data processing systems; 

storing the defined policies in a policy repository accessible to 
the second data processing system; and ~ 

wherein the step of obtaining policies comprises the step of 
obtaining policies from the policy repository. 

4. A method according to Claim 3, further comprising the steps of: 

storing user preferences associated with the distribution of 
content tailoring functions between the first data processing system and 
data processing systems other than the first data processing system in a 
preferences repository accessible to the second data processing system; 

obtaining the stored user preferences associated with a user of the 
first data processing system from the preferences repository; 


45 
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obtained user preferences so as ' ' and the 

^ ences so as t0 aefme a content tailoring 
distribution for the session; and 


first TZ ' dl " ribUting tailori ^ functions between the 

f ; rst data Passing system and the second data processing system 
. accords to the obtained policies and the session specific information 
composes distributing tailoring functions, between the first data 
processing system and the second data processing system according to the 
defined, content tailoring distribution for the session. :; 

; ; 5. : A method according to Claim 3, wherein the' session specific 
Ration comprises information associated with a, preference: of the 

firs data processing system as to the allocation of content tailoring 
, functions between the first, data processing. system. and data processing 

systems other^than the Jirst'data processing. system^' 

6. _ ^ a method according to Claim Y, wherein the , session specific 

Cl7t -2 7iIT at ^ e?St ^ ° fa <> de -H^^ipn associated with a 
user of the first data processing system, hardware configuration 
( ^formation associated with. the first data processing system, lapplicat ion 
information associated with an application executing Vtne first data 
processing system and operating system information 1 associated with an 
operating system executing on the first data processing system. 

7. A method according to Claim 3, further comprising , the steps of: 
' ; : : tailoring content to be provided to the first. data processing 

■ Si ^ - * TPC °° Sing ' SVStem ****** t0 • '"rat content 

tailoring function specified by the obtained policies and the Session 
specific information so as to provide first tailored content; and 

system 1 ""' 1 " 9 ^ f ' tail ° red ^tent to the first data processing 

8. " " ' A method according .to Claim 7/ further comprising "the step of 
tailoring the first tailored, content provided, to the first data 
processing system at the first data processing system, according to a 

he LssT ^ ^ fUnCti ° n SP6Cified b -V ^ Obtained policies and 

the session specific information so as to provide final tailored content. 

9. A method according to Claim 1, further comprising. the steps of: 

tailoring content to be provided to the first data processing 
system, at the second data processing system according to a first content 
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tailoring function specified by the obtained session ^speVi fie information 
so as A fe provide first tailored content; and 

providing the first tailored content to the first data processing 
system, 

10. ' A method of tailoring content provided to a first data processing 
•system communicating with a second data processing system, the method 
' comprising the steps of: ' 1 J c ' ' ; ' " 

transmitting a request for content from the first data processing 
system to the second data processing system, wherein the request for 
cbhtfeiit provides* itiformfft ion associated with the tailoring of content to 
- - be prbvided to the first data processing system; 

"Obtaining, in respbnse to receiving the request from the first data 
processing system' at 'the second "data* processing system, policies 
associated with the tailoring of content provided to the first data 
processing "system', wherein the policies are further associated with 
def ining the distribution of f unctions ' for tailoring content to be 
provide to ; the first data processing system between the first data 
-proceS'sirig^ system "arid at least one data processing system other than the 
first data processing system; 

25 J bbtairiihg the content requested by "the received request*; 

r tailoring the obtained content utilizing a first tailoring 
operation, at the at least one data processing system other than the 
first data processing system, wherein the first tailoring operation is 
based on the obtained 'policies *ah<3 'the information provided by the 
request;'' •"'•"* " * ■■ ,,f "- ' ' } -- r - - - r -" ;r 
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providing the tailored content to the first data processing system; 
: : - : arid : ;1 " * ' 

tailoring the content provided to the first data processing system 
at the- first data proceissing system based on the obtained policies and 
the information provided in the request. 

40 11 ■ A method according to Claim 10, ' wherein the information associated 

with the tailoring of content includes V user 1 identification' associated 
with a user or the first data processing system, the method further 
comprising the steps of: 

45 storing user preferences associated with the distribution of 

content tailoring functions between the first data processing system and 


20 


data prbcessihg- systems other than^the- firSt* data processing "system in a 
preferences repository accessible to- the Second data f bfbce¥s£ng system; 

obtaining the stored user preferences associated vi'th the r user of 
the first data pr6ce 8S ihg 'sysCem L fram ttie- preference's' repository; and 

wherein the step of tailoring the obtained content utilizing a 
. first tailoring dperatiotf, comprises the' 'step if tailoring the obtained 
content utilizing a' first tailoring operation/ wherein the first 
tailoring operation is based on the obtained policies; ' the obtained 
stored user preferences and the information 'provided by the request 

' ' ""' '" °' r " v " ■ 

"12:; *The method according to' Claim 11, : further- comprisfng^he step of 
coalescing user preferences received? from- the f irst 'data'-p'ro^ssing 
system with at least one of the obtained policies and the -attained user 
preferences so as to define a content tailoring distribution for the 
first data processing system; > •'" ■■■ v 

13. A method according to Claim 10, further comprising- the-steps of: 

' incorporating client content tailoring information into the 
tailored content to be provided to the first data- processing system; 

wherein the step of providing the' tailored content to the first 
data' processing system, comprises' the step of providing the- tailored 
content with the incorporated client content tailoring information to the 
first data processing system; and 

wherein the step ^of tailoring the' content provided to the first 
data processing system at the first data processing system based on the . 
obtained policies and the information provided in the request, comprises 
the step of tailoring the content 'provided to the first data processing 
system at the first data processing system based on the client content 
tailoring information. ; - ■■ * . - ..<•.-.,.-.. 

14. •'■•''A method according to Claim 13, wherein the client, content 
tailoring information specif ies' a software: program- associated- with the ■ 
tailoring of content by the first data processing system, the method 
further comprising the steps of: ■ . •• . o 

obtaining at fhe first data processing system the software program 
specified by the client content-tailoring information; and 


ting the software program at the first data processing system. 


15. v- : jA method according t<?.;Claijp. .10., r yherein tl>e. ^irst , data processing 
sy:?^ : i5r.a pervasive ^ompiitjpg .device. t - ... 


16,;.. A v me^h9 ; d according, to. , Claim 10 )f wherein the first data processing 
system, is, selected £rom, the ..group comprising portable computers and 
desktop computers. 

.17. . A method, according to Claim.10, wherein, the information associated 
with the tailoring of; cont^nt. comprises at Jeast one of an identification 
associated with abuser of. the ; first; data processing, system, .hardware 

.(configuration.; information associated with, the first data processing 
system, application information associated with an application executing 

: pn the . f ir-st data processing system and. operating system information 
associated: with, an operating ., system executing,, on the first data 
P£ocesf,irvg syst>eirv. - t :j lf ... 

18. A system for tailoring content for a session, of a first data 
processing system communicating with a second data processing system, 

- comprji s ing : L ,.. v ..... 

-j,-; -means ,for ; obtaining session. specif ic information from the first 
da teleprocessing system; and ... , 

; , meansrfor distributing .tailoring functions, between,, the first data 
processing system and the second, data processing systems based upon the 
obtained session . specif ic , information . . 

19. A system for tailoring content provided to a first data processing 
system communiqa ting with a. second data processing system, comprising: 

...means for transmitting a request f for ^cpntent, from .the. first data 
processing system to the second data ..processing system, wherein the 
request for content prpyides .information associated with, the tailoring oE 
content to be provided to the first data processing system;.. r 

.means for obtaining, in response to receiving the request from the 
first. data processing system at the second data processing system, 
policies associated-with the tailoring of . content provided to the first 
data processing system, wherein the policies are further associated with 
defining the distribution of functions for tailoring content to be 
provided, to the first data processing, system between the first data 
processing • system and at least one data processing system other than the 
first data processing system; 

means for obtaining the content requested by the received request; 
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, , n>eans for tailoring, the obtained content utilizing a first 
tailoring operation/, at the at least ^V^^&ssi^fetaa^r 
than the first data processing system, wherein the f irs^^roV^ng-' 
operation is based on the obtained policies and the information provided 
by the request; 

means for providing the tailored con tehr teethe first data". 
processing system; and 

, means for, tailoring ,the content provided" to the first' data • ' 
processing system at the first data processing' system based o'n'lh/ ' 
obtained policies and the information provided . in. the request -K, 

20. A computer program product for tailoring content & £ Vision of a 
first data processing system communicating ^ithY a ~. second, dap. processing 


system, comprising: 


a computer readable - storage medium having^computer readable program 
. code means embodied in saidjnedium, sa|d. computer readable, program "code 
• means comprising means as claimed, in claim l 

21. A computer program product for tailoring content provided to a 

f irs.t, data. processing .system, : communicating with a second data processing 

system, comprising: • • • ■ 

a computer readable storage medium having computer readable program 
code means embodied in said medium, said computer readable program code 
means comprising means as claimed in claim 10. 
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